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Rationale
3.1 Issue Details
In 5G core network, HTTP protocol is used between NF to communicate and obtain information by API. Therefore, authentication and authorization between NFs are introduced. There are two kinds of authorization mechanisms between NFs. One is the implicit authorization mechanism that NRF returns relevant information directly to the NF consumer when the NF consumer requests the service of the NF provider from the NRF defined in section 13.3 of [1]. The other is the explicit authorization mechanism based on separated Oauth 2.0 defined in section 13.4 of [1].
Considering the growth of 5G network deployment, the two mechanisms may exist simultaneous in network. For example, in the early stage of network deployment, the network scale is limited. Relationship between network elements is quite simple so authorization can be made easily. In this case, the implicit authorization mechanism can be used. However, when the network grows large, how to management NF becomes complex, leading to more detailed authorization requirement. Therefore, the use of Oauth2.0-based authorization mechanism will bring flexibility to the network. As a result, in the process of transition from the former authorization mechanism to the latter, the two authorization modes will exist at the same time.
However, the two mechanisms are triggered in different ways. The former one is based on Nnrf_NFDiscovery_Request message, while the latter one is through Nnrf_AccessToken_Get message. When the two mechanisms coexist, the NF consumer does not know whether to use implicit or explicit authorization. For example, when the NF consumer attempts to obtain the authorization through Nnrf_NFDiscovery_Request, if the corresponding NF provider registers on NRF with explicit authorization, the authorization of the NF consumer will be problematic. Conversely, if NF consumer tries to obtain token through Nnrf_AccessToken_Get, the corresponding NRF wants to use implicit authorization, it will also have problems.
3.2 Analysis

In order to solve the previous metioned issue, one way is to introduce a negothiation mechanism of authorization mechanisms between NF consumer and NRF, which can make consensus between NF consumer and NRF. But this means additional new processes involved.
Another approach is to try the authorization mechanism by NF consumer one by one. Considering that implicit authorization and service discovery are the same process, implicit authorization is limited. When NRF receives a request to discover that explicit authorization needs to be applied, NRF returns a specific error message to the NF consumer to guide the NF to initiate the authorization request process of Oauth 2.0.
4
Proposal
When NF consumer initiates a request through Nnrf_NFDiscovery_Request, if NRF decides to authorize NF with Oauth 2.0, NRF shall return an error message, including a cause value indicating that authorization with Oauth 2.0 is required.
